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The number of mohile malware attacks doubles in 2018, as cyhercriminals
sharpen their distribution strategies

By ; Nelly ALI

Kaspersky Lab researchers have seen
the number of attacks using malicious
mobile software nearly double in just
a year. In 2018 there were 116.5 mil-
lion attacks, compared to 66.4 million
in 2017, with a significant increase in
unique users being affected. Despite
more devices being attacked, the num-
ber of malware files has decreased,
leading researchers to conclude that the
quality of mobile malware has become
more impactful and precise. These and
other findings are unveiled in Kasper-
sky Lab’s report Mobile malware evo-
lution 2018.

As the world becomes more mobile,
the role of smartphones in business
processes and day to day life is grow-
ing rapidly. In response, cybercriminals
are paying more attention to how they

are distributing malware and the attack
vectors used. The channels through
which malware is delivered to users and
infects their devices is a key part of the
success of a malicious campaign today,
taking advantage of those users who do
not have any security solutions installed
on their phones.

The success of the distribution strate-
gies is demonstrated not only by the
increase in attacks, but also the num-
ber of unique users that have encoun-
tered malware. In 2018 this figure rose
by 774,000 on the previous year, to
9,895,774 affected users. Among the
threats encountered, the most signifi-
cant growth was in the use of Trojan-
Droppers, whose share almost doubled
from 8.63% to 17.21%. This type of
malware is designed to bypass system
protection and deliver there all sorts of

malware, from banking Trojans to ran-
somware.

“In 2018, mobile device users faced
what could have been the fiercest cy-
bercriminal onslaught ever seen. Over
the course of the year, we observed
both new mobile device infection tech-
niques, such as DNS hijacking, along
with an increased focus on enhanced
distribution schemes, like SMS spam.

This trend demonstrates the growing
need for mobile security solutions to
be installed on smartphones — to protect
users from device infection attempts,
regardless of the source,” said Victor
Chebyshev, security expert at Kasper-
sky Lab.

Other findings in the mobile malware
evolution 2018 report include In 2018
Kaspersky Lab products protected
80,638 users in 150 countries against
mobile ransomware, with 60,176 mo-
bile ransomware Trojans samples de-
tected and In 2018, a fivefold increase
in attacks using mobile malicious cryp-
to currency miners was observed.

In 2018, 151,359 installation packages
for mobile banking Trojans were de-
tected, which is 1.6 times more than in
the previous year

In order to protect vyour devices,

Visa and Stanford ldentify Key Success Factors To Improve Daily Travel, Creating
Smarter, More Efficient Cities

Kaspersky Lab security experts advise
the following: Only install mobile ap-
plications from official app stores, such
as Google Play on Android devices or
the App Store on iOS , Block the in-
stallation of programs from unknown
sources in your smartphone’s settings
and Do not bypass device restrictions
as this might provide cybercriminals
with limitless capabilities to carry out
their attacks

Install system and application updates
as soon as they are available — they
patch vulnerabilities and keep devices
protected. Note that the mobile OS
system updates should never be down-
loaded from external resources (unless
you are participating in official beta-
testing). Application updates can only
be installed through official app stores

By : Basel Khaled

Visa in collaboration with Stan-
ford University, launched one of the
largest global studies examining the
growing demand for public and pri-
vate transportation, and the impor-
tant role digital commerce plays in
driving sustainable growth.
According to the UN , by 2050, 68%
of the world’s population will live
in urban centres — and the number
of “megacities” with populations
greater than 10 million people will
rise from 43 today to 51 within that
same period.
Building on Visa’s experience
working with transit operators, au-
tomotive companies and technol-
ogy start-ups, Visa commissioned a
global study, “The Future of Trans-
portation: Mobility in the Age of the
Megacity” to better understand the
challenges commuters face today
and in the future. The key findings
were combined with a view of ex-
isting and near horizon innovations
provided by experts at Stanford
University, to better understand the

VISA

technology gaps in addressing their
painpoints.

Payments lie at the heart of every
form of travel, and will continue to
become more integral as more cities
move to contactless public transpor-
tation, digital payments for parking
and rental services such as bikes or
scooters.

Herman Donner, PhD and Post-
doctoral Researcher from Stanford
University co-authored the report
and summarised: “When looking
across the technology landscape,
there already exist many products
that could easily address people’s
daily frustrations with travel. How-
ever, none of these solutions should
be developed in isolation. A major
challenge therefore lies in first iden-

tifying relevant technologies that
provide suitable products for the
market then managing implementa-
tion in conjunction with a broad set
of stakeholder including mobility
providers, technology companies,
infrastructure owners and public
transport agencies. From our re-
search, we think that many of these
small, incremental changes have
the potential to make a significant
difference in people’s daily travel,
whether it’s to help find parking, get
the best price to refuel their car or
plan their journey on public trans-
portation.”

The study reflects the feedback of
19,000 consumers in 19 countries
and identified significant challenges
faced by growing urban centres, in-
cluding:

Commenting on the Egypt statistics,
Ahmed Gaber, Visa’s General Man-
ager for North Africa said: “The
study shows only little more than
a quarter of Egyptians use personal
mode of transport for commuting
and only 20% of the youth (Gen

Z ). Respondents communicated
that they had problems with pub-
lic transport, with the biggest issue
amongst all ages being overcrowd-
ing. Progression within the locoal
start up scene indicates that we can
expect initiatives in Egypt that will
increase the effiency of transport.
The Egyptian government along-
side the private sector is working on
improving infrastructure by creat-
ing new roads and renovating metro
lines. Infrastructure combined with
new technological mechanisms that
ensure quick and safe transactions
means that people will spend less
time, money and energy on com-
muting in their everyday lives. The
youth are able and keen to develop
Egypt into a functional tech savvy
nation and they are the biggest de-
mographic in the country. Progress
is essential to the growth and suc-
cess of the Egyptian economy. At
Visa, we believe that the future
success of our cities is intertwined
with — and reliant on — the future of
transportation and mobility.”

Avaya provides new set of integrated solutions to help organizations he
digitally transformed

Avaya, the leading and specialized developer of a
complete set of intelligent communication solutions
for customers and employees,has confirmed its
keenness to contribute to the modernization of the
technological infrastructure of various economic
sectors, in a way that ensurestheircontinuityin face
of the competition and common challenges through
launching a Digital Transformation set that relies on
the artificial intelligencetechniques, a senior com-

pany official said.

Ahmed Fayed, Head of Avaya, announced that such

perts.

a set helps businesses to be digitally transformed in
a way thatcoincides with the priorities of the Eco-
nomic Reform Plan and Egypt Vision 2030.

The company has organized its annual forum of
“Avaya Partners” in cooperation with its strategic
partner Mantrac Distribution, in the presence of a
large base of customers, local partners and IT ex-

During the forum, the company has previewed the
new updates introduced to “Avaya Edge”, which
includethe most innovative and integrated solutions

INNFOS Intelligent Rohot KR1Revealed at MWG

that improve and streamline communication and
collaboration processes in both cloud and virtual
environments, and offered network voice solutions
to improve customer experience, he said.

He added that: “The Company’s strategy focuses on
the necessity of meeting all needs of institutions in
many sectors, headed by the government sector and

various ministries, such as the Ministry of Invest-

services”.

ment, Trade and Industry. Avaya has also succeeded
in helping many banks to provide many automated

World’s First Ilumamml Senm:e Rohot Powered hy SCA

By ; Shaima Hassan
Moblle World  Congress
(MWC), the annual industry
conference, was held in Bar-
celona, Spain from February
25 to 28. At local time 14:00
on Feb 26, China INNFOS
R&D team revealed the intel-
ligent service robot powered
by INNFOS SCA, XR-1.
With the demonstrations
of greeting, coffee serving,
dancing, Q&A and even nee-
dle threading, XR-1 caught
the eyes of many attendees
and the media. More impor-
tantly, the robot showcased
the serial compliant actuators
developed by INNFOS. This
is a significant step toward
building a service robot ca-

pable of intimate human in-
teractions.
SCA refers to the Smart

Compliant Actuator inde-
pendently developed by IN-
NFOS. SCA integrates the
underlying  servo  driver,

high-precision encoder, high-
power brushless motor, and
light-weight gear reducer. It
is the very foundation of the
XR-1 intelligent service ro-
bot. All the XR-1 joints are
assembled with INNFOS

SCA. The most important
characteristic of SCA is its
integrated compliant joints,
which can achieve both high-
precision and dynamic mo-
tions while maintaining its
safety features.

Now those intelligent ser-
vice robots are widely de-
ployed in businesses, health
care facilities, houscholds,
amongst other environments.
To achieve safe and intelli-
gent human-machine inter-
actions, service robots must
include compliant controls,
be resistant to impacts, while
retaining the functionalities
of a high-precision robot.
INNFOS has fulfilled all
the requirements mentioned

above which makes SCA a
cutting-edge actuator. IN-
NFOS team overcame many
technical difficulties, margin-
ally reducing the volume of
the actuators.

At the same time, the com-
pliance control algorithm
greatly improves human-ma-
chine interaction. SCA can
be widely used in machinery
manufacturing and process-
ing, aerospace, precision
instruments, health care and
other fields.

At the expo scene, XR-1 dis-
played its dynamic mechani-
cal performance and high
integration. It will be a new
trend of robot joints in the
future!

France at Cahsat 2019
French companies to introduce
their innovative offer to CABSAT
visitors on the French Pavilion2019

By ; Basel Khaled

Cabsat is the world's leading broadcast and au-
diovisual event in the Middle East. It attracted
13,658 visitors in 2018.

Every year, Business France, the national agen-
cy dedicated to the internationalization of the
French economy, organizes the "French Pavil-
ion” at the show to present French audiovisual
innovations. This year, from March 12 to 14, 14
companies will exhibit there in a 156 sq m space
in Hall 3 .

"French companies are going to Cabsat not only
in order to better understand the market and dis-
cover business opportunities, but also to create
partnerships with local players in the digital me-
dia sector, such as broadcasters, producers, inte-
grators and TV channels," said Marie-Frangoise
Nolet, in charge of organizing the pavilion at
Business France. Some of them benefit from VR
programs organized ahead of time with major re-
gional accounts.

Orient Planet Research :
Road development continues to he top
priority for GCC with projects worth
more than USD 122 illion: report

By ; Ahmed Soluman

Road development projects continue to be among
the largest infrastructure investments across the
GCC region and remains a top priority for govern-
ments in line with their urban planning initiatives,
according to the latest report released by Orient
Planet Research, an Orient Planet Group venture.
The report titled ‘Fast Tracking Development:
Road Infrastructure in GCC” highlights the massive
investments on road, tunnels and bridges across the
GCC amidst oil prices fluctuation in recent years.
The GCC countries are among the world’s most
ambitious when it comes to developing mega in-
frastructures, driven by the vision to become a re-
gional powerhouse that will attract investments and
further diversify from oil, the Gulf’s major source
of income. Worldwide, the UAE and Saudi Arabia
rank among the top 12 global markets for infra-
structure investment, the report noted.

The expenditure on road in-
frastructure has been a major
growth factor in the region
and governments continue
to find these investments as
vital to social and economic
growth. To address budget
concerns, there is a growing
consensus towards tapping
financing through public-
private partnership as alter-
natives to ensure continuous delivery of transport-
related projects.

The report cited that total value of active infrastruc-
ture projects in the GCC has reached to USD 1.14
trillion with roads, highways and bridges among
the highest number of projects. It further noted that
there was a total of 1,069 road projects in the re-
gion, the highest number among all infrastructure
projects, with a combined value of USD 122.6 bil-
lion.

Despite financial challenges that hit the global
economy in 2008-2009, as well as the fluctuation
of oil and gas revenues Gulf’s infrastructure devel-
opment continues at a robust pace. Data shows that
Saudi Arabia and the UAE lead in infrastructure
spending in the region.
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Samsung Displays Innovative Refrigeration Breakthroughs at MENA Forum 2019

Antalia - Faten Elkholy

Samsung Electronics Middle East and North Africa
(MENA) showcased its Side by Side Three-Door
and 4-Door Refrigerator innovations at the Samsung
MENA Forum 2019. Packed with convenient features,

the seamlessly-designed 4-Door Refrigerator is bring-
ing new levels of freshness to preserve consumers’
favorite foods for longer. Featuring the Triple Cool-
ing System, Samsung’s 4-Door Refrigerator has three
evaporators to provide ultimate freshness through pre-
cise temperature and humidity control. With Precise
Chef Cooling technology, it preserves food perfectly
by minimizing temperature fluctuations.

Designed with consumers in mind, Samsung’s Flex
Zone has been made available on the Side by Side
Three-Door lineup to give consumers optimal cooling
convenience. The Side by Side fridge’s modern design
also features Samsung’s unique Twin Cooling System,
which optimizes temperature and humidity levels to
give users the ability to preset temperature modes so
they can choose how they run their refrigerator.

“As the market leader for refrigerators in the Middle
East and Africa, we are tirelessly committed to pro-
viding consumers with convenient solutions that trans-
form their kitchen spaces and overall lifestyles,” said
Thomas Gazel, Regional Head of Digital Appliances

at Samsung Electronics Middle East & North Africa.
“With our innovative, convenient refrigeration solu-
tions, consumers have the flexibility to do more of
what they can’t thanks to our sophisticated systems
which give them precise control over more facets of
their busy day-to-day lives.”

4-Door Refrigerator: Optimal freshness for longer
The healthiest meals start with the freshest ingredients,
which is why the Samsung 4-Door Refrigerator en-
sures freshness and taste. Precise Chef Cooling Tech-
nology keeps ingredients at their freshest in the fridge
as well as perfectly frozen in the freezer by minimizing
the temperature fluctuation/rise inside - within + 0.5
[7 (in a fridge) and the temperature rise up to +377 (at
defrosting in a freezer).

The unique Triple Cooling System controls and op-
timizes the temperature, maximizes humidity and
prevents odor mixing. It supplies cool air indepen-
dently to 3 compartments in the fridge and freezer
using 3 dedicated coolers. By keeping the original
food’s moisture in the fridge compartment, it cre-
ates the optimal storage conditions to ensure food
items stay much fresher. A Metal Cooling plate in
the rear wall also retains the cold and helps main-
tain freshness for longer.

Additionally, the Flex Zone feature provides the ulti-

mate in food storage flexibility. The bottom right com-
partment can be easily converted to one of the con-
venient “4 pre-set temperature modes” switch, making
it ideal for all your family’s food storage needs.
Samsung’s 4-Door Flex Refrigerator is sophisticated
and flexible, allowing consumers to optimize the taste
and flavor of fresh food all day, every day.

Side by Side Three-Door Refrigerator: Everyday con-
venience at the push of a button

Optimum levels of moisture within the refrigerator are
needed to keep freshness and taste locked in. The Twin
Cooling Plus independent cooling system makes sure
that freshness and taste are preserved by ensuring the
right temperature and optimal humidity level is main-
tained throughout the fridge, so no matter where food
is stored, it stays fresh.

Twin Cooling Plus is a truly independent cooling
system, with separate airflows in both the fridge and
freezer. This prevents unpleasant smells from foods
moving between the fridge and freezer. No air move-
ment between the compartments also means the freez-
er stays completely frost-free, prolonging the shelf
life and the flavor of its contents. Thanks to the Twin
Cooling Plus technology, the Side by Side Three-Door
enables consumers to be flexible with cooling storage
depending on their needs.

The unique design of this fridge also ensures space
is fully optimized throughout to allow more room
for food. Samsung’s Flex Zone allows consumers to
switch this compartment of their Side by Side Three-
Door to one of the four pre-set temperature modes at
the touch of a button. This gives users the ability to
select the temperature they desire based on the goods
they want to store in the Flex Zone, such as deli items,
special cuts of meat, or miscellaneous items. The re-
frigerator also delivers a spacious capacity which can
fill up to 617L, enough to easily store a week’s worth
of grocery shopping for the whole family.

Samsung Presents a Breezy Wind-Free™ Technology
at MENA Forum 2019

Samsung Electronics Middle East and North Africa
(MENA) showcased its Wind-Free™ air conditioning
technology during Samsung MENA Forum 2019. De-
livering intelligent, convenient air conditioning solu-
tions to all four corners of the home, the Wind-Free™
air conditioner allows users to regulate the temperature
of their homes from afar for precise climate control
and complete peace of mind. Featuring an innovative
two-step cooling solution, it first lowers temperatures,
then maintains them using Wind-Free™ “still air” to
gently manage air flow and reduce energy consump-
tion.

Egyptian Mobile Phone Market Shows Signs of Recovery, According to Latest Insights from 1DC

By; Nelly Ali

Egypt’s mobile phone market saw ship-
ments totaling 14.4 million units in 2018,
according to the latest insights from In-
ternational Data Corporation (IDC). The
global technology research and consulting
firm’s Quarterly Mobile Phone Tracker
shows that shipments were up 7.5% year
on year, which marks a notable turnaround
from the 20.6% decline seen in 2017,
when the market’s performance was ham-
pered by limited foreign currency reserves
and the central bank’s decision to float the
Egyptian pound.

While smartphones accounted for 63.8%
of the market’s units in 2018, shipments of
these devices increased by just 3.4% year on
year. The overall market’s growth was in-

stead driven by the feature phone category,
where shipments were up 15.4% over the
same period. “The stronger growth of the
feature phone category is due to the overall
decline in consumer purchasing power in
Egypt caused by rising fuel and electricity
prices,” says Taher Abdel-Hameed, a sen-
ior research analyst at IDC. “The low price
points of feature phones make them very ap-
pealing to consumers with shrinking dispos-
able incomes, leading to a surge in demand
for these devices. In the smartphone space,
refresh cycles are lengthening and consum-
ers are no longer purchasing new devices as
often as before.”

Of the market’s smartphone vendors,
Huawei, Oppo, and Xiaomi saw the fast-
est growth in 2018. Samsung continued to
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ead the way in terms of total shipments
for 2018 as a whole, although Huawei
ranked first when looking at the second
half of the year in isolation — the first time
Samsung has been knocked off top spot
since 2012. At the other end of the scale,
local brand SICO started production in Q1
2018, achieving 2.0% share of the smart-
phone market’s volume for the year.

Looking ahead, IDC expects the market

to remain on a path to recovery, with to-
tal mobile phone shipments forecast to
increase 0.8% year on year in 2019. Fea-
ture phone shipments are expected to fall
13.7% year on year, while smartphones
shipments are tipped to increase 9.0% as
these devices become more affordable
and feature rich. “A new wave of Chi-
nese brands are entering the market and
the market will be watching closely to see
whether these brands will have large mar-
keting budgets for Egypt in 2019,” says
Abdel-Hameed. “The Egyptian market is
large and dynamic, and while global mac-
roeconomic hardships will inevitably have
an impact, the transformation from feature
phones to smartphones will continue due
to the dynamism of the country.”

MTI opens the first laundry assembly line for Whiripool top loaders in Egypt

By ; Faten El Kholy

MTI holding inaugurated its first laundry
assembly line for Whirlpool top loaders in
Egypt. The plant, located in Mostorod, Ka-
liobeya will host Whirlpool’s first assembly
line in the Middle East and North Africa
region. The inauguration was attended by
representatives  from Whirlpool Corpora-
tion and MTI Holding at the presence of
esteemed media members from Egypt, who
had the opportunity to tour the factory and
learn about the Whirlpool’s top-loaders as-
sembly process.

The launch of the top loader assembly line
marks a strategic development in Whirlpool
plans for expansion of its laundry and other
business lines in Egypt. Currently, the total
demand for top loaders in Egypt is estimated
at approximately 400-500 thousand units
annually. The plant is expected to produce

By ; Adel Farig

Dubai ranked first globally in at-
tracting foreign direct investments
(FDIs) for artificial intelligence and
robotics; while the UAE ranked sixth
in the global Smart Service Index,
surpassing the US, UK and South
Korea. The Emirate has attracted
from 2015 to 2018 $21.6 billion

nearly 25,000 units in its first year of op-
eration with further expansion in output
expected in 2020. The line, which will cater
to demand from Egypt, is expected to cre-
ate several employment opportunities within
the local community.

“We are thrilled to inaugurate today our
Washing Machine line dedicated to Whirl-
pool top loaders. We started this project

worth of FDI in high-end technology
transfers, with the most from the Eu-
ropean Union and the U.S. — $5.7
billion and $3.9 billion, respectively.
These figures were released in con-
nection with Annual Investment
Meeting (AIM 2019), which will be
held from 8th to 10th April in Dubai.
The organisers of AIM said that digi-

together with Whirlpool in 2016 with basic
assembly operations and today we further
expanded the operations with CKD opera-
tion & components localization. We are con-
fident of further expanding our capacity in
the future. We look forward to use this plat-
form to explore the export opportunities in
the region. This is the first of its kind assem-
bly line not only in Egypt and also the region

talisation is becoming an increasing-
ly important part of globalisation,
and the fact that Dubai ranks on the
top position for artificial intelligence
and robotics confirms that the city is
fast emerging as the global destina-
tion for investment in smart tech-
nologies.

WhileAl adoption will account for

and we look forward to seeing it succeed in
the years to come” said Ashraf Omran, Man-
aging Director and CEO of MTI Holding.

Mohammad El Yassir, Regional Manag-
ing Director, MEA, Whirlpool Corporation
commented, “Whirlpool has always been
a believer in the Egyptian growth story
and the Country’s vast talent pool together
with its expanding market has presented an
enormous opportunity for us. We have now
taken our commitment further by investing
in a local assembly line, which will not only
allow us to serve our Egyptian consumers
but also deepen our investment in the coun-
try’s manufacturing sector. We are confident
that through this partnership with MTI, we
will consolidate our leading position in the
country’s home appliances market and fur-
ther expand our suite and product offering

in Egypt.”

45 percent of the world economy’s
total gains by 2030, the UAE ranks
first in the Arab world in terms of
expected annual growth of Al con-
tribution to the economy at 33.5
percent, followed by Saudi Arabia
at 31.3 percent, the rest of the GCC
region at 28.8 percent and Egypt at
25.5 percent.

AV-Gomparatives recognizes ESET with enterprise and consumer cyhersecurity awards

By ; Wasem Emam

ESET, a global leader in cyberse-
curity, has been recognized with
gold and silver awards in recent
reports from AV-Comparatives,
an independent testing organiza-
tion. AV-Comparatives uses one
of the largest sample collections
worldwide to create a real-world
environment for highly accurate
testing. In its recent Summary
Report 2018, which looked at
18 different vendors, ESET took
the Gold Award for the False
Positive Test as well as the Silver
Award for the Performance Test.
Further highlights in AV-Com-
paratives” 2018 reports include
four Advanced+ and two Ad-
vanced Awards for ESET, as well
as a certification of Approved
Business Product for ESET End-
point Security and Remote Ad-
ministrator.

Commenting on the results, Jifi
Kropag, head of threat detection

labs at ESET, said: “ESET’s rec-
ognition from AV-Comparatives
is testament to our dedication to
our customers — both businesses
and consumers — and our prom-
ise to always deliver the best in
IT security solutions to make
technology safer for everyone.”
The AV-Comparatives Summary
Report 2018 highlights the high-
est-scoring products of the multi-
ple tests that took place in 2018,
and confirms excellent results
for ESET. Results were based
on a multitude of tests, including
the Real-World Protection Test,
False-Alarm Test and Malware
Removal.

ESET was crowned with a Gold
Award for producing the fewest
number of false positives. As the
report notes, “False positives can
cause as much trouble as a real
infection,” and avoiding them is
of key importance to high-quality
IT security. As part of the testing

'f, Lowest \\.‘I
\.." PFa.!qge |
\| Positives |V

y
\t\_\ 2018 g

process, AV-Comparatives car-
ried out extensive false-positive
testing and found ESET to have
the lowest rate of all companies
participating.

ESET also picked up a Silver
Award for the Performance Test,
which assesses each product’s
impact on system performance.
Security products that perform
well in this space keep users safe
while having very little impact
on system speed and perfor-
mance.

Analyzing ESET Endpoint Se-
curity and Remote Administra-
tor, AV-Comparatives also con-

ducted a range of tests as part of
its Business Security Test report.
In a test series that looked at 16
major vendors, ESET achieved
the certification of Approved
Business Product as well as an
AV-Comparatives Score of 90
— the highest score recorded for
vendors in the report.

The report contained the results
of the Business Real-World Pro-
tection Test (August-November),
Business Malware Protection Test
(September) and the Business Per-
formance Test (November), as well
as the Product Reviews. Achieving
a 99.9% Malware Protection Rate
with zero false alarms on com-
mon business software, and a very
low number of false positives on
non-business software, ESET was
shown to be a consistently strong
performer.

The report also acknowledged
that it is critical to consider the
business environment in which

products will be used, and rec-
ognized the versatility of ESET
in this regard. The report noted
that ESET offers a coherent so-
lution for smaller businesses
whilst also working well in
larger companies and therefore
allowing businesses to grow. It
concluded that ESET Endpoint
Security and Remote Adminis-
trator “is powerful and capable,
and certainly able to scale up.”
ESET Internet Security also re-
ceived an Advanced Award as
part of AV-Comparatives’ Whole
Product Dynamic “Real-World”
Protection Test. Achieving a pro-
tection rate of 98.9% and a total
of just four incorrectly blocked
domains, ESET Internet Security
was shown to be a consistently
strong performer in consumer
security solutions. The test series
showed once again that ESET
received a consistently low num-
ber of false positives.

TV advertising readies for the performance of a lifetime

By ; Shaima Hassan

Global E-commerce / online brands, es-
pecially from the travel, food and retail
sectors have been setting new bench-
marks for audience engagement and per-
formance, by using TV as a mass medi-
um to drive their online traffic and boost
transactions. TV clearly works for online
brands with research showing that TV ad-
vertising can breathe new life into digital
channels, drive web traffic and enhance
leads to search, as well as facilitate uplifts
in app installation. Today, TV attribution
works very efficiently to measure base-
line site visits (second by second), track
spikes in site visits when TV Ads air and

to determine how much of these positive
contributions can be credited to TV ad-
vertising.

Aligned with the cutting-edge practices
of advanced global advertising markets,
the focus has now shifted to reiterating
TV’s prowess as a potent medium that
can effectively deliver on the traditional
brand front, as well as the newly valued

performance front. TV attribution ena-
bles brands to measure the value of TV’s
impact on actual sales and therefore dem-
onstrates how TV stands out in driving
performance. Current data shows that TV
is massively under-credited as a driver of
consumer activity.

TV advertising delivers the unrivalled
combination of reach, time spent, im-
pact, cost and trust. This is in addition to
brands benefitting from heightened levels
of active participation, brand awareness
and direct response from viewers. In the
long term, online brands which have in-
vested in TV attribution, have registered
greater awareness, ad recall and increases

in future intention to buy, followed by an
actual growth in transactions, which can
be directly attributed to TV.

The development of a product which
could deliver the benefits of TV attribu-
tion to regional brands rooted in an E-
commerce platform (such as a .com or an
app), would requisite a vigorous testing
phase, where trials with different clients
from various segment categories would
have to be held. Brands would also need
to realize that the most successful cam-
paigns which utilize TV attribution are
founded on the strength of tailor made
ads which include effective Calls-to-Ac-
tion (CTAs).

\it-may be. —

Executive Vice President and
Regional Head for EMEA for
Paladion.

A Smarter Way to Fit
Your Cyber Security to a Moving Cloud
Perimeter

How many clouds does your enterprise use? On
average, up to five is the answer from the recent
RightScale 2018 State of the Cloud Report. The
report also states that 81 percent of enterprises
surveyed have a multi-cloud strategy. AWS, Az-
ure, Google, and IBM are names that crop up the
most frequently. However, if your business uses
specialist SaaS applications for supply chain,
HR, project management, or other functions, you
could soon be into double digits.

That’s a lot to keep tabs on —not only for costs and
management, but also for security. To make things
more complicated, cloud computing is dynamic.
It’s one of its big attractions, allowing enterprises
to pay only for what they need, when they need it.
It’s also a sizable security challenge with work-
loads being spun up or down by any employee
with a credit card to pay for the cloud services.
Organizations also make this mistake of assuming
that the ownership of risks gets transferred to the
cloud service provider (CSP) once their data is on
the cloud. While CSPs provide required physical
and access-based security, there is a large part that
the clients are accountable for just as they are to-
day with their on-premise data centres.

So, there are two sides to cloud security. One side
is the security provided by the cloud service pro-
vider. They provide physical security to their data
centres and cyber security against attacks on their
data storage and computing resources.

However, they don’t do everything. For example,
they won’t stop rogue employees from illicitly
sending confidential data from onsite enterprise
servers to personal cloud accounts. Their access
control may be strong, but it assumes that anyone
with the correct access credentials has the right
to access applications and resources — even if the
user is connecting at 3 in the morning from half
way across the globe.

The other side is the security that your enterprise
deploys. This security needs to deal with employ-
ee information security awareness, identity and
access management, protection against social en-
gineering, and data loss detection and prevention,
among other things. With the cloud, you also need
to secure bigger attack surfaces. In multiple cloud
situations, these surfaces are often interconnected,
giving attackers new stepping stones to reach the
most confidential or valuable parts of your busi-
ness.

New technology and new challenges mean a need
for new skills. The cloud is already complex.
Multiple clouds multiply complexity. Enterprises
need to continually adapt not only their security
actions to a changing perimeter, but also their se-
curity skills. Larger organisations grit their teeth
and try to keep pace with evolving threats and
compliance requirements. Smaller enterprises are
caught between a need to use the cloud to com-
pete against bigger companies, and their limited
in-house resources for staying safe.

But most enterprises don’t want to slow down
their migration to the cloud. The connectivity,
flexibility, scalability, and resilience are too good
to give up. The RightScale report shows that en-
terprises seeing the public cloud as their top prior-
ity rose from 29 percent in 2017 to 38 percent in
2018. Ponemon’s latest report on cloud adoption
suggested that by 2020, organisations will be us-
ing cloud environments for 51% of their IT and
data processing needs.

The smarter way forward is to use the potential
of the cloud to drive cloud security. Paladion
runs many of its security services through the
cloud. Scalable compute and storage resources
power Paladion’s advanced Al security platform —
Al.saac. Cloud connectivity links more than 1,000
Paladion security experts across the globe for 24/7
security. Cloud economics makes effective securi-
ty affordable to small and medium enterprises too.
By constantly updating its own employee security
skillsets, Paladion can also adapt to any customer
requirement, filling exactly the gap between an
enterprise and its cloud provider. Cloud security
will never stand still, but with Paladion as their
security services provider, enterprises can be sure
that their cyber security will continue to extend
all the way to their cyber perimeter — wherever
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