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Gartner Forecasts MENA IT Spending to Grow 4% in 2024

IT Spending Projected to Record 176.8$ billion and 0.9% Growth in 2023

By : Ameen Kadry — Wael
Elgafary

IT spending in the Middle East and North
Africa (MENA) region is forecast to
accelerate in 2024, increasing 4% from
2023, according to the latest forecast by
Gartner, Inc.

MENA’s IT spending is projected to total
$183.8 billion in 2024, up from $176.8
billion in 2023. In comparison, global IT
spending is projected to total $5.1 trillion
in 2024.

“IT spending in MENA is increasing
because organizations, particularly in the
Gulf Cooperation Council (GCC) region,
continue to focus on digitalizing their
IT infrastructure,” said Miriam Burt,
Managing VP Analyst at Gartner. “This is
required to supportregional governments’
push to implement their country visions
for economic diversification, enhance
public-private collaboration as well as
bolster sustainability efforts towards net-
zero targets.”

Software and IT Services Spending to
Record Double-Digit Growth
MENA software spending is expected to
record double-digit growth of 12.3% in
2024, followed by IT services spending,
growing at 11.1%. “Organizations in
MENA will invest more in software and
IT services to accelerate digitalization
and streamline operations by continuing
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16,573 10.8 17,832 7.6 19,814 11.1
111,927 0.4 114,480 2.3 117,598 2.7
175,282 2.0 176,824 0.9 183,814 4.0

said Burt. “By 2024, we expect local
organizations to increase their spending
on embedding artificial intelligence
(A into their strategic business and IT
planning. Improving data management
to yield greater monetization as well as
strengthening  cybersecurity — security
and risk management will remain top
spending priorities in the region.”
The devices segment is forecast to
experience an upturn in 2024. Devices
spending in MENA is projected to
increase 0.6% in 2024, up from a decline
of 9.9% in 2023 (see Table 1).
MENA IT Spending Forecast, 2022-
2024 (Millions of U.S. Dollars)
Source: Gartner (September 2023)

“The return to growth in devices spending
can be attributed to various factors such
as the growing aspiration of consumers
in the region to own smartphones,

cloud migration efforts and increasing
automation and IoT  capabilities.
The spending will also be targeted to
enforce compliance with regulation,”

aggressive marketing campaigns for new
product launches by premium brands and
the steady shift towards 5G for improved
coverage, speed and consistency,

”

said

1

Burt.  “Higher affordability through
greater access to financing options - such
as buy now pay later (BNPL) - as well as
the increasing number of ways to make
digital payments through smartphones
are also contributing to the recovery in

the segment.”

Increased Focus on Generative Al
Gartner predicts that by 2024, 40%
of enterprise applications will have
embedded conversational Al, up from
less than 5% in 2020. “Despite economic
challenges, business executives in
the MENA region are primarily
investing in generative Al (GenAl) to
enhance customer experience,” said
Eyad Tachwali, Sr Director Advisory
at Gartner. “GenAl promises to
revolutionize public and private sector
engagement with customers/citizens
by delivering personalized, real-time
solutions to complex inquiries.”
Successful  regional  business and
IT leaders are employing agile
methodologies in their generative Al
initiatives, focusing on quick testing
and refinement while eliminating low-
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value messaging (turning customer data
quickly into customized content), coding
assistance (translation of code from older
coding languages).

“In the future, a cautious yet deliberate
integration of GenAl is anticipated as
local businesses continue to evolve their
Al strategies and pinpoint specific use-
cases. This will primarily be facilitated
through upgrades to tools already
included in existing IT budgets,” said
Tachwali.

More detailed analysis on the outlook
for global IT spending is available in the
Gartner webinar “Gartner IT Spending
Forecast, 2Q23 Update: Market Winners
& Laggards.”

Gartner’s IT  spending  forecast
methodology relies heavily on rigorous
analysis of the sales by over a thousand
vendors across the entire range of
IT products and services. Gartner
uses primary research techniques,
complemented by secondary research
sources, to build a comprehensive
database of market size data on which to
base its forecast.

The Gartner quarterly IT spending
forecast delivers a unique perspective
on IT  spending  across the
hardware, software, IT services and
telecommunications segments. These
reports help Gartner clients understand

2023 Unit 42 Attack Surface
Threat Report highlights the
Need for ASM

By : Wael Elgafary - Dina Abdelmoneim

Palo Alto Networks Unit 42 illuminates some of the
riskiest security observations around attack surface
management (ASM) with the 2023 Unit 42 Attack Surface
Threat Report. The report contrasts the dynamic nature
of cloud environments with the speed at which threat
actors are exploiting new vulnerabilities. It found that
cybercriminals are exploiting new vulnerabilities within
hours of public disclosure. Quite simply, organizations
are finding it difficult to manage their attack surfaces
at a speed and scale necessary to combat threat actor
automation.

Most organizations have an attack surface management
problem, and they don’t even know it, because they lack
full visibility of the various IT assets and owners. One
of the biggest culprits of these unknown risks are remote
access service exposures, which made up nearly one out
of every five issues we found on the internet. Defenders
need to be vigilant, because every configuration change,

impact use cases.
MENA organizations

Currently,

are exploring
the potential of GenAl by focusing on
emerging use cases, such as generative

most  market opportunities and challenges. The
most recent I'T spending forecast research
is available to Gartner clients in “Gartner

Market Databook, 2Q23 Update.”

Network International and eCards join forces for regional expansion in Smart Banking Card services

By : Mostafa Ibrahim - Bakinam Khaled
eCards, a subsidiary of the eFinance Investment
Group, and Network International (Network), the
leading enabler of digital payments and commerce
across the Middle East and Africa (MEA) region,
recently signed a strategic agreement aimed
at achieving joint regional expansion in the
production, customisation, and processing of smart
financial cards. The agreement also focuses on
ensuring seamless integration across a wide range
of smart card services offered to customers by both
companies, within and beyond the Egyptian market.
The signing ceremony witnessed the participation
of Ibrahim Sarhan, the Chairman and Managing
Director of the eFinance Investment Group; Nashwa
Kamel, CEO of eCards; Dr. Reda Helal, Group
Managing Director, Processing — Africa at Network
International, along with several executives from
both companies.

eCards will undertake the production and
customisation of the cards, capitalising on its
considerable expertise in the field, and Network
will oversee card processing, utilising its extensive
specialised experience of nearly 30 years. This

synergy will yield a comprehensive and powerful
product, capable of successfully penetrating various

regional markets.

Nashwa Kamel, CEO of eCards, welcomed and

Processing — Africa at Network International, said:
“We are delighted to collaborate with a market

leader such as eCards, to support their processing

expressed utmost confidence
in the robust partnership and
exceptional  collaboration
with Network International. |,
She  emphasised  that
this  strategic  alliance
would facilitate  optimal
integration in the realm
of smart card solutions,
driving increased business
opportunities and expanded
market presence for both
companies, locally and
regionally. This synergistic
endeavor signifies a shared
commitment to achieving
excellence, fostering growth,
and attaining remarkable

achievements for all stakeholders involved.
Group Managing Director,

Dr. Reda Helal,

projects. Notably,

needs in the smart financial card segment while

advancing innovative
payments services in Egypt.
As a brand deeply committed
to  promoting  financial
inclusion in  emerging
markets, we look forward to
driving our joint endeavor
to enhance digital payment
acceptance throughout the
region though this alliance.”
He added, “Together, we
look forward to crafting the
future of smart financial
cards across the Middle East
and Africa through seamless,
customer-centric solutions.”
eCards has achieved
remarkable  success  in

digitising payments for numerous national mega-

they have played a pivotal role

in the digitisation of programs such as “Takaful”
and “Karama” and the “Falah Card” system.
Additionally, eCards has been instrumental in
managing the smart card solutions for Egyptian
pension schemes. They have also implemented
various intelligent solutions in the transportation
sector, including the digitisation of railway stations
and other projects in collaboration with both public
and private sectors across diverse fields.
Throughout its illustrious history, Network has
diligently cultivated long-standing and reliable
business relationships with a multitude of
merchants, financial institutions, and payment
networks across the Middle East and Africa. These
partnerships have been forged on the foundation of
Network International’s comprehensive capabilities
across the entire consumer payment chain,
substantial market presence, and unwavering local
commitment. Network enjoys a prominent position,
commanding a vast operational scope across 50
countries. Serving over 150,000 merchants and
more than 200 financial institutions, the company
manages an impressive portfolio of above 18
million customer credentials.

new cloud instance or newly disclosed vulnerability
begins a new race against attackers.

Attackers Move at Machine Speed Today’s attackers
can scan the entire IPv4 address space for vulnerable
targets in minutes , Of the 30 Common Vulnerabilities
and Exposures (CVEs) analyzed, three were exploited
within hours of public disclosure and 63% were exploited
within 12 weeks of the public disclosure and Of the 15
remote code execution (RCE) vulnerabilities analyzed by
Unit 42, 20% were targeted by ransomware gangs within
hours of disclosure, and 40% of the vulnerabilities were
exploited within 8 weeks of publication.

Cloud Is the Dominant Attack Surface 80% of security
exposures are present in cloud environments compared
to on-premises at 19% , Cloud-based IT infrastructure
is always in a state of flux, changing by more than 20%
across every industry every month , Nearly 50% of high-
risk, cloud-hosted exposures each month were a result of
the constant change in cloud-hosted new services going
online and/or old ones being replaced and Over 75% of
publicly accessible software development infrastructure
exposures were found in the cloud, making them attractive
targets for attackers.

Enabling SecOps teams to reduce mean time to respond
(MTTR) in a meaningful way requires accurate
visibility into all organizational assets and the ability to
automatically detect the exposure of those assets. Attack
surface management solutions, like Palo Alto Networks
industry-leading Cortex Xpanse, give SecOps teams
a complete and accurate understanding of their global
internet-facing assets and potential misconfigurations to
continuously discover, evaluate and mitigate the risks on
an attack surface.

itel to Unveil Flagship Smartphone 523+: A

Fusion of Curved Screen Elegance

By : Wael Elgafary — Mostafa Ibrahim
itel, the global leading smart life brand committed to providing
affordable and good-quality consumer electronic products, announced
the imminent arrival of its flagship curved screen smartphone, itel
S23+. Combining cutting-edge technology and innovative features, itel
S23+is poised to revolutionize the smartphone experience all within an
incredible price range.
Central to the itel S23+ is its remarkable 6.78-inch big FHD+
AMOLED curved screen, which takes visual excellence to new
heights. The screen’s 59-degree curvature creates a mesmerizing visual
experience that wraps around the edges, immersing users into their
content. Boasting an impressive
= 93%  ultra-high  screen-to-body
“« . _— ratio, this curved screen provides
RGOV W 4TS W immersive views that captivates the
’.3 senses. This, combined with a high
i | o gl resolution of 1080x2400, delivers
~ dynamic clarity and colorful details.
Carrying on itel OS13 system, itel S23+ will be upgraded to seamlessly
integrate with the Aivana GPT voice assistant, offering automated
support for voice-operated phone calls, WhatsApp, music, SMS,
weather, map navigation, alarm clock, search, translation, phone
settings, and more, to help you perform tasks quickly and easily using
voice commands.
What’s more, itel 23+ is the first itel smartphone coming with dynamic
bar, making it more convenient and seamless than ever to access crucial
notifications such as battery status, incoming calls, reminders, and
unlock status.
itel S23+ redefines storage capabilities with up to 16GB of RAM and
a substantial 256GB of internal storage. Its innovative Extended RAM
technology leverages an additional 8GB from ROM, enabling smooth
transitions between as many as 20 background apps. This guarantees
seamless and efficient multitasking, even during resource-intensive
activities.
Equipped with an 18W Fast Charge and a powerful 5000mAh battery,
itel S23+ ensures a long-lasting standby time and quick power
replenishment. With a full charge achievable in just 2 hours, users can
stay connected without interruption.
The camera system features a 32MP Al Selfie lens and a remarkable
50MP Portrait Camera. With an F1.6 large aperture, the camera
captures clear and vibrant photos even in low-light conditions. The
revolutionary Eye Tracking mode guarantees that no moment goes
unnoticed, facilitating the capture of impeccable portraits. Moreover,
the Portrait Lite feature offers a suite of personalized options to
meticulously enhance every aspect of your photo, from skin tone to
facial features and face shape.

Positive growth continues, albeit fragile, and with
persistent inflation posing a key risk

By : Wael Elhosany — Rasha Hussein
The global economy was stronger than expected
in the first half of 2023, but the growth outlook
is weak, inflation is proving persistent and there
are significant downside risks, according to the
OECD’s latest Interim Economic Outlook.
With monetary policy working its way through
economies and a weaker-than-expected recovery in
China, the Outlook projects global growth of 3.0%
in 2023 and 2.7% in 2024.

Headline inflation has been declining, as energy
and food prices have dropped, but remains above
central banks’ targets in many countries. Headline
inflation is projected to continue receding gradually
through 2023 in G20 countries, from 7.8% in 2022
to 6.0% in 2023 and 4.8% in 2024. Core inflation
remains persistent, driven by the services sector
and still relatively tight labour markets, and will
require central banks in many countries to maintain
a restrictive stance of monetary policy.

Annual GDP growth in the United States is
projected at 2.2% in 2023 and 1.3% in 2024, with
the slowdown driven by cooler labour markets
and more generally the effects of tighter monetary
policy. In the euro area, where demand is already
subdued, GDP growth is projected to ease to
0.6% in 2023, and edge up to 1.1% in 2024 as the
adverse impact of high inflation on real incomes
fades. China’s recovery is weaker than expected
following the post-pandemic re-opening, with
growth projected at 5.1% this year and 4.6% in
2024.

“Our projections in today’s Interim Economic
Outlook are broadly in line with our previous
forecasts. Further significant stress in financial
markets has been avoided so far, after the turbulence
due to bank failures earlier in the year. That said,
the global economy continues to confront the
challenges of elevated inflation, low growth and
comparatively weak trade,” OECD Secretary-
General Mathias Cormann said. “The priority for
macroeconomic policy is to reduce inflation and
re-build fiscal buffers. In parallel, in order to lay
the groundwork for stronger and more sustainable

\\ GDP projected gronth rates for 2023 and 2024
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growth longer term, policy action is needed to
enhance competition, accelerate investment in low-
carbon research and development and reduce rather
than increase trade barriers.”

The Outlook highlights a range of downside risks.
Inflation could continue to prove more persistent
than projected, with further disruptions to
energy and food markets still possible. A further
slowdown in China would dampen growth
in trading partners worldwide and could drag
down business confidence. Public debt remains
elevated in many countries, in the aftermath of
significant fiscal support rolled out in response
to the COVID-19 pandemic and the energy price
crisis.

To confront inflation, the OECD says monetary
policy should remain restrictive until there are
clear signs that inflationary pressures are durably
abating. As the effects of past hikes materialise,
interest rates in many countries will likely need
to remain at or close to their current levels into
2024.

Musk: Everyone has to pay to use X

By: Amir Taha —
Mohamed Elattar

CEO of X (formerly Twitter)
Elon Musk said that he is
moving forward to require
all users of the platform to
pay a monthly fee for use,
according to the American
website  Axios.

Musk’s  statements  came
on the sidelines of a live
broadcast on the X platform
with Israeli Prime Minister
Benjamin Netanyahu, while
the statements come at a
time when the company
is struggling to regain the
confidence of advertisers.
Musk announced earlier this

advertising

month that X’s advertising
revenues fell by 60% in the
United States, blaming the

challenges
company faces related to civil
rights and consumer groups
that pressure major brands.
He emphasized that the main
reason behind switching to
monthly fees for using the X
platform, is that it is the only

way that he can fight the huge
armies of bot accounts.
Musk explained that adding
subscriptions will make it
difficult for robots to create
accounts, because each robot
will need to register a new
credit card.

He added that the subscription
value will be less than the
price charged to XPremium
subscribers (formerly Twitter
Blue), which amounts to $8
per month.

Roughly 640,000 to 680,000
people had signed up for
Twitter Blue as of the end of
April, Mashable reported in
May.

the

Tik Tok responds to the privacy requirements of the European Union

By : Dina Abdelmoneim — Ali Eldeeb
The short-video app TikTok has approved a new
policy to reassure European users that their data
will remain in Europe, after several
governments  issued  warnings
to ban the app due to privacy
concerns.

The company said, in a statement
issued this September, that it
had opened a new data center in
Ireland, in an attempt to allay fears
in Europe about the possibility of
China accessing user data, and it
had also begun transferring data from European
users of the site that was launched recently,
according to the news agency. German.

The European Commission, several European
governments, and the United States have banned
the use of the famous application on their
employees’ phones due to concerns related to
privacy and data use.Government agencies in the
West fear that Chinese authorities could misuse
the application, which is owned by the Chinese
company ByteDance.

The number of TikTok users is more than one
billion around the world, and it is widely used in the
United States and Europe, which raises concerns
about the possibility of Chinese authorities and
intelligence using the application
to collect information from users
or to extend influence.

TikTok always rejects concerns
about the Chinese government’s
access to user data, and confirms
that it has never received any
requests from Chinese officials
to obtain data, adding that it will
never comply with any of these requests, as there
is no legal basis for that.The company reiterated
in its latest statements on data privacy that it will
“never” send data to China. Tech in the United
States has made similar efforts to allay government
concerns.It is noteworthy that there is a second data
center in Ireland and another in Norway that are
still under construction. The two centers should be
operational by the end of 2024.

European users’ data was previously stored in
Singapore and the United States.

GIZ Egypt, and Enactus Egypt joined forces to launch the NextGen Onboard programme

By: Basel Khaled - Ameen Kadry

GIZ Egypt on behalf of the German Government and
Enactus Egypt have signed an agreement to bridge the
gap between the needs of the private sector and youth
unemployment among university graduates over two
consecutive years.The agreement was signed by Mr.
Younes Naguib, the Director of the Private Sector
Development Programme at GIZ Egypt and Ms. Fatma
Serry, the CEO of Enactus Egypt. This agreement is part
of the joint efforts of both parties aimed at analyzing
training needs involving more than a hundred private
sector companies in various fields. It also involves
designing training programmes tailored to the needs of

the job market. Additionally, a special competition will
be launched to find innovative and sustainable solutions
to the challenges facing the agricultural manufacturing
and food industries. These solutions will be adopted
and implemented by private sector companies in one of
the industrial zones targeted by GIZ Egypt.

Furthermore, as part of the annual local competition
by Enactus Egypt, a career fair will be held for the
first time exclusively, with the participation of a large
number of private sector companies. This collaboration
aims to utilize the United Nations platform under the
“Youth of the Nation” international initiative, which has
been launched in more than 54 countries worldwide. Its

goal is to support and empower youth to acquire the
necessary skills to find decent job opportunities.
The signing of the agreement witnessed the presence

of several local and foreign companies operating
in Egypt. Additionally, a panel discussion was held
on the employment needs of the labor market, with
the participation of elite private sector companies
in various fields, including telecommunications and
information technology, construction, petroleum, food
industries, and international development.

Mr. Younes Naguib, the Director of the Private Sector
Development Programme at GIZ Egypt, expressed his
satisfaction with collaborating with Enactus Egypt in
creating job opportunities for youth in various fields.
He mentioned that the agreement signing is a significant
step in the constructive and fruitful cooperation between

Egypt and Germany in empowering and training
youth to drive development.Furthermore, Mr. Sameh
Hamad, the Manager of Industrial Zones and Clusters
Development at the Job Partnerships and Small and
Medium Enterprises Support Project (JP-SME) at
GIZ Egypt, added that this collaboration will work
towards creating 1,200 new job opportunities over two
consecutive years, with 50 percent of them intended for
females. Additionally, it aims to establish a sustainable
solution that will be implemented by a private sector
company in the agricultural manufacturing and food
industries within one of the targeted industrial zones
supported by the project.



Raya Holding Announces its Collaboration with
Pathfinder International in the USAID Women’s
Economic and Social Empowerment Program

By : Ameen Kadry — Wael Elgafary
Raya Holding for Financial Investments,
a listed company on the Egyptian
Stock Exchange, announced its official
collaboration  with the Women’s
Economic and Social Empowerment
Program, funded by the United States
Agency for International Development
(USAID) and implemented in Egypt
by Pathfinder International. This
collaboration reflects Raya’s strong
commitment to the principles of gender
equity, diversity, and inclusion through
their business practices.

The partnership is aimed at designing
and rolling out viable models to integrate
more women within the value chain of
Raya Holding, potentially in sectors
where women are underrepresented,
advancing safer and more inclusive
workplaces for all, actively working to
achieve gender-sensitive practices, and
receiving the technical support to enable
Raya Holding and its subsidiaries to
obtain the Egyptian Gender Equity Seal
(EGES) Certification.

Ahmed Khalil, CEO of Raya Group,
said: “Raya prioritizes the promotion of

gender equity, diversity, and inclusion.
As a dynamic investment conglomerate
with a global presence, we understand
the significance of diversity and the
importance of eliminating all types
of discrimination against women and
addressing associated biases. Thus, we
take measures towards these objectives;
we have a strict policy in place to
prevent sexual harassment in our work
environment. We also extend our
policies across our value chains.”
“We are proud to announce

commitment towards enacting

our
this

collaboration, which is a significant
step forward in our journey towards
promoting more inclusive workplaces
and communities and promoting
financial inclusion,” added Khalil.
Dina Kafafi, Chief of Party, USAID
Women’s  Economic and  Social
Empowerment Program, Pathfinder
International, stated that “women’s
participation is not just a matter of
equality; it’s an economic imperative.
Their inclusion in the private sector is
a catalyst for growth, innovation, and
sustainable development.”

The Women’s Economic and Social
Empowerment Program is designed
to engage, leverage, and partner with
the private sector as well as local
communities and NGOs to encourage
women’s active participation in the
workforce. It seeks to promote tailored,
market-based solutions to empower
women, address violence, and achieve
the economic and social advantages of
gender-inclusive policies and practices.
The EGES is a crucial initiative of the
Economic and Social Empowerment
Program.
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PAYMOB FORTIFIES CYBERSECURITY DEFENCES IN
STRATEGIC PARTNERSHIP WITH BUGUARD

By : Dina Abdelmoneim — Ali
Eldeeb

Paymob, the leading financial services
enabler in the Middle East, North Africa,
and Pakistan (MENA-P), and Buguard,
Egypt’s leading cybersecurity start-up
announce their partnership to bolster
Paymob’s cybersecurity —defences.
The collaboration underscores Paymob’s
unwavering dedication to reinforcing its
cybersecurity infrastructure, ensuring that
employee, merchant, and customer data
remain impervious to cyber threats.

The core of this partnership is the
deployment of Buguard’s -cutting-edge
Dark Web Monitoring platform, Dark
Atlas, which protects against potential data
breaches by scanning for compromised
data and identifying emerging threats. Dark
Atlas serves to protect Paymob’s extensive
network of merchants. In the event of a
data leak, the platform alerts Paymob and
compromised credentials are instantly
rotated to prevent unauthorized access. This
added shield protects sensitive personal and
financial data within Paymob’s network.
Beyond Dark Atlas, Paymob also deploys
several other Buguard cybersecurity
solutions including penetration testing to
ensure compliance with stringent mandates
set by local authorities such as the Central
Bank of Egypt (CBE) and globally
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recognized benchmarks like the Payment
Card Industry Data Security Standard (PCI
DSS).

Youssef Mohamed, Buguard CTO
commented, “We are honored to be chosen
as Paymob’s strategic cybersecurity
partner, embarking on a partnership marked
by unwavering collaboration. This synergy
allows Buguard to channel its cybersecurity
expertise harmoniously with Paymob’s
visionary outlook, fostering an environment
of continuous innovation and cyber security
excellence.”

Mostafa Menessy, CTO of Paymob stated,
“For us, security is not a luxury, it is a core
component of Paymob’s culture and is
engrained in our products. We are thrilled
to collaborate with Buguard to achieve
the security hardening required in today’s

complex cybersecurity landscape. Paymob
serves as a growth partner to over 250,000
merchants in its network across MENA-P
by ensuring they have access to the most
cutting-edge financial technology solutions
available, tailored to meet their needs at
any stage of their growth. Paymob’s Omni
channel payments infrastructure powers
over forty online and in-store payment
methods via its gateway, point of sale (POS)
devices, and mobile app soft POS. The
regional fintech also enables merchants to
pay bills, manage their finances, and grow
their businesses via a real-time dashboard.
Buguard operates from its bases in Egypt
and Saudi Arabia, delivering robust cyber
security solutions. Catering to a diverse
clientele across countries such as Egypt,
Saudi Arabia, the USA, France, and
Australia, Buguard offers a comprehensive
suite of services. Ranging from Penetration
Testing and GRC Services including PCI
DSS / ISO 27001 Implementation and
auditing, Dark Web Monitoring, Security
Awareness and phishing Simulations, and
Security Outsourcing, Buguard’s impact
stretches across borders. By championing

cyber security readiness, Buguard
empowers  start-ups and enterprises
worldwide,  ensuring  their  digital

environments remain fortified against an
ever-evolving spectrum of threats.

Truecaller unveils a new brand

identity and upgraded Al identity

features for fraud prevention

IFS: Hoda Mansour appointed CEQ
of operations in Asia Pacific, Japan,
Middle East and Africa

East involve spyware

Positive Technologies: Most attacks on
individuals in the Middle

By : Ameen Kadry - = B
Nf,ostafa Ibrahim

By: Amir Taha —
ohamed Elattar

Truecaller  announced a
corporate  rebranding and
launch of a brand new app
icon that will be instantly
recognisable on the Google
Play Store and Apple App
Store. The timing of the new
brand identity aligns with a
significant transformation
taking place in the digital
space. At the heart of this
rebranding is Truecaller’s
renewed sense of purpose,
energy, and enthusiasm.
Commenting on the
announcement, Alan
Mamedi, Co-founder and
CEO, Truecaller said, “We
are excited to unveil our
new brand identity and logo.
It signifies our continued
commitment to our users and
our focus to constantly evolve
and improve, every day.”
“Our mission, to protect
communication for all, is
what guides us to develop
new anti-fraud solutions like

identity, Truecaller users also
get a powerful new anti-fraud
feature called Search Context,
as a part of the Truecaller Al
Identity engine. While looking
at the search results for any
number, Truecaller users will
be instantly notified if the
name for the number has been
recently changed or is being
changed frequently. The app
also classifies this contextual
message into three colour
categories: blue, for a neutral
change, yellow, which could
be potentially suspicious if

multiple and frequent name
changes which are highly
indicative of fraudulent and
scammer activity.

This message will be shown
to all Truecaller users on all
search results across Android,
iPhone and Truecaller web.
The new branding identity
is orchestrated by leading
global brand consultancy,
Interbrand and it will be
rolled out in Egypt over the
coming weeks. To see the
new app icon and changes,
users need to update to app

By: Basel Khaled - Dina Abdelmoneim

IFS, the global cloud enterprise software company has
announced the appointment of Hoda Mansour as the Chief
Operating Officer for Asia Pacific, Japan, Middle East & Africa
(APJ, ME&A). This appointment is evidence that the company’s
consistent performance, industry
accolades and ambitious regional
growth plans is attracting highly
experienced and seasoned talent
to build on the exceptional results
of the first half of 2023.
Commenting on her new
appointment, Hoda Mansour,
Chief Operating Officer, APJ,
ME&A at IFS, said, “I am excited
to join IFS at such an important
time in its growth trajectory and
bring my experience to the team. IFS is a leader in the industry,
with a unique customer focus and truly differentiated market
position. I am delighted to be on board and looking forward to
working with our customers and partners.”

Vincent Carvalho, Regional President, APJ, ME&A, IFS
commented: “IFS has experienced phenomenal growth and
as we continue our trajectory in the region, I am pleased to
welcome Hoda to the organization as Chief Operating Officer.”
Carvalho continued, “Hoda’s proven track record of leading
business transformation and growth, developing world-class
teams, and delivering business value to customers will enable
us to accelerate towards our goals.”

Prior to joining IFS, Hoda worked for leading multinational
software companies including SAP, Oracle & Microsoft in

Positive Technologies analyzed
attacks on individuals in Middle
Eastern countries between 2022
and 2023.

Malware was used in 70% of
successful attacks. More than
half of these attacks involved
spyware. The vast majority of
attacks used social engineering
techniques. In 20% of phishing
campaigns, the attack was
multi-pronged, exploiting
multiple social engineering
channels  simultaneously.
According to our data,
cybercriminals employed
malware in 7 out of 10
successful attacks on
individuals in the Middle East
region. More often than not, the
attackers infected users’ devices
with spyware (three out of five
malware attacks). This type of
malware collects information
from the infected device and
then passes it on to the attacker.
Depending on the task, spyware
can steal personal and financial

compromise not only personal
and payment information and
personal accounts, but also
corporate credentials, network
connection information, and
other sensitive data. The
stolen data is then offered
for sale on the dark web
forums. As a result, a skilled
attacker can gain access to an
organization and carry out a
successful attack, leading to
non-tolerable  consequences:
disruption of technological and
business processes, theft of
funds, leakage of confidential

Most often, these were mass
attacks in which the criminals
aimed to reach the maximum
number of victims. To achieve
this, they actively leveraged
current news about significant
global and regional events,

including the 2022 FIFA
World Cup Qatar.

In every fifth (20%) phishing
campaign, the attack was
multi-pronged, exploiting
multiple social engineering
channels simultaneously.
Criminals led the victims
through a series of steps until
the device was infected and
data stolen. For instance, users
could be lured through social

Search Context and engineer
improvements to improve
user privacy.”He added.

As part of this refreshed and  finally red,

the name has changed more
than 3 times in the past 7 days
indicating

version 13.34 or newer on
Android and version 12.58
or newer on iOS.

regional and global capacities, most recently leading SAP’s
Business Process Transformation Practice across Southern
Europe, Middle East & Africa.

using spyware, attackers can

data, user credentials, as well as  information, attacks on
files from the device’s memory.  customers and partners.”

Positive Technologies In the vast majority (96%)
Information Security  of successful attacks on
Research  Analyst Roman individuals in the Middle East
Reznikov comments: “By  countries, social engineering

techniques were employed.

media accounts that contained
links to a messenger channel
from which the victim would
install a malicious application.

Cisco survey finds 92% of
respondents in KSA willing to pay
more for sustainable broadband

By : Mostafa Ibrahim — Wael Elgafary

The latest Cisco Broadband Surveyl — which
included 2,000 respondents from Saudi Arabia —
has found that evolving consumer expectations will
reshape the needs and economics of the Internet.
Consumers in Saudi Arabia are rethinking what
they rely on the Internet for, balancing anticipated
demands for speed and reliability, with the
intensifying needs of rising eco-consciousness,
and the consumerization of the Internet of Things
(IoT) connecting our devices, from smart cars
to home appliances. This has led to 91% of
respondents in
KSA to regard
broadband as
‘critical national
infrastructure’,
like access
to water and
electricity -
surpassing EMEA
results.

The carbon-cost
of broadband
connectivity is
a top priority
for consumers.
Cisco’s Broadband
Survey revealed that 65% of consumers in Saudi
Arabia are now concerned about the carbon footprint
of their broadband, with young people aged 18-
24 the most concerned (73%). In addition, 92%
of overall respondents in the Kingdom would be
willing to pay more for sustainable broadband, with
around a quarter prepared to pay a price premium of
more than 20%.

“Our survey has confirmed that consumers in
Saudi Arabia are increasingly aware of the carbon
footprints of technology. This is in line with KSA
efforts towards a more flourishing and sustainable
society and a novel approach to promoting
sustainability in the country,” said Salman Fageeh,
Managing Director, Cisco Saudi Arabia.

NI
CISCO.

He added: “In today’s world, it is becoming
increasingly crucial for digital transformation to
work in harmony with sustainability. At Cisco,
we believe that the tech industry has a unique
opportunity to lead the twin transition to a digital
and green future. Hence, we focus on our own
practices, including the use of renewable energy
sources and circular economy, and build new energy-
saving solutions, while setting near- and long-term,
science-based targets to reduce our greenhouse gas
(GHG) emissions, for all scopes of greenhouse gas
emissions by 2040.”

Connection
to  Increase  as
Consumers Expand
Their Digital Lives
As the number of
IoT devices online
grows from billions
to trillions, SO
does the demand
for bandwidth and
processing  power
to analyze all of
the data produced.
According to the
Cisco  Broadband
Survey, there is no
sign of this slowing down.

In Saudi Arabia, more than half of Internet users
primarily go online to use social media (58%),
stream videos and/or play video games (57%), and
to browse, read, or shop (53%). Of those planning
to upgrade their service in the next year, 44% will
do so on the promise of even faster broadband.
Consumers in the Kingdom are also beginning
to embrace the shift toward a ‘smarter’ digital
life. From smart lights (29%) to home appliances
(30%), respondents in Saudi Arabia are increasingly
syncing up a range of connected devices to run
via their home Internet service, including more
than half (54%) currently connecting their home
entertainment devices.

Surge in international demand spurs GITEX GLOBAL, Expand

North Star to take over the city of Dubai a

By ; Basel Khaed — Wael Elhosany

The surge in international demand has rallied the
world’s largest tech and start-up event to scale
even higher and bigger in 2023, spearheading
a global tech takeover across two Dubai mega
venues next month.

The 43rd edition of GITEX GLOBAL will take
place from 16-20 October 2023, the blockbuster
tech showpiece once again reaching full capacity
at the Dubai World Trade Centre as it prepares to
host more than 6,000 exhibitors, while Expand
North Star, the world’s largest start-up event hosted
by Dubai Chamber of Digital Economy, will kick-
off its largest ever edition from 15-18 October 2023
at the new Dubai Harbour venue, featuring 1,800
start-ups from 100-plus countries at the Middle
East’s biggest iconic superyacht hub.

GITEX GLOBAL and Expand North Star will
comprise a combined 41 halls spanning 2.7
million sq. ft of exhibition space — a 35 percent
increase over the previous year — converging
the best minds and most visionary companies to
scrutinise, challenge, define, and empower the
digital agendas of the world.

GITEX GLOBAL will present the year’s
largest Al showcase and summit, its record
growth fuelled by the AI innovation wave
currently gripping the globe’s imagination, as
3,500 Al-infused exhibitors reveal how this
next big technology shift is transforming lives,
governments, business, and society.

The AI boom has also added another layer of
complexity to protecting digital assets and critical
IP infrastructure, with the elevated GITEX Cyber
Valley taking the fight directly to the dark cyber-
criminal underworld, gathering leading info-sec
brands and global experts at the year’s biggest
cyber security showcase.

Amplifying this growth, launch shows GITEX
Impact and Future Urbanism Expo promise to be
the epicentre of ground-shaking shifts in climate
technology, while advancing sustainable cities,
and co-creating a net zero future ahead of the UN
climate change summit, COP28.

“The intense demand for involvement in GITEX
from the global tech and start-up community

is an acknowledgment of the strong impetus
to learn, exchange, debate and challenge the
recent developments in the tech sphere,” said
Trixie LohMirmand, Executive Vice President of
Events Management at DWTC, the organiser of
GITEX GLOBAL and Expand North Star.
“From AlI, cyber to the mounting interest in clean
tech, GITEX converges public and private sector
leaders from more than 170 countries to explore
the new unknown paradigms of the future digital
economy.”

Expand North Star hosted by the Dubai Chamber
of Digital Economy will scale to a record size
in 2023, featuring 1,800 start-ups this year
to connect, inspire, and extend engagements
in one of the world’s most innovative and
entrepreneurial  ecosystems.

More than 1,000 investors from 70 countries with
$1 trillion under management will also converge
at the new Dubai Harbour venue, as they look to
ramp up the momentum in start-up investment
after a year of tepid achievements.

Saeed Al Gergawi, Vice President of Dubai
Chamber of Digital Economy, said: “Expand
North Star is set to drive the next era of digital
entrepreneurship and inspire the next generation
of innovators and thinkers.

“This landmark event will serve as a strategic

t two meg

d YENnues

L Y

catalyst to expand the future of Dubai’s digital
economy, creating an unrivalled platform to
gather key stakeholders from the global start-up
community here in the emirate.”

GITEX GLOBAL 2023 welcomes the biggest
tech names delving into the latest trends, risks,
challenges, and opportunities that are redefining
entire industries, spearheaded by returning
titans including Dell Technologies, e&, Google,
Huawei, HP, IBM, Microsoft, and Tonomus.
Among the debut exhibitors supercharging their
international growth strategies and forging new
connections are Salesforce, Broadcom, Beyon,
and Deloitte.

Steven Yi, President of Huawei Middle East
& Central Asia said: “At Huawei, GITEX
GLOBAL continues to hold great importance
to our business year after year. This year, our
theme, ‘Accelerate Intelligence,” demonstrates
our commitment to delve into the transformative
power of Al, networks, and cloud technologies.
“Together, we will explore how these converging
forces are reshaping our world and how we
can unleash the full capabilities of Al-powered
solutions to reshape industries worldwide with
cyber security, privacy protection and safeguarding
our customer’s digital transformation journey
remaining our top priorities.”
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